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1 INTRODUCTION

This deployment guide contains detailed procedure to configure A10 Thunder Series Unified Application
Service Gateways or AX Series Application Delivery Controllers (ADCs), powered by Advanced Core
Operating System (ACOS), to support Microsoft SharePoint 2013.

Microsoft SharePoint is a web application platform, providing intranet portals, content and document
management, collaboration, social networks, enterprise search, and business intelligence. Microsoft has
been ranked as one of the leaders in the Enterprise Contents Management (ECM) market with
SharePoint 2010. SharePoint 2013 has improved its flexibility, scalability and reliability with many of new
features and enhancements. SharePoint 2013 is also optimized to support any work style and
environment including cloud-based solution.

SharePoint is highly scalable tool and can be deployed with multi-server and multi-layer architecture in
order to serve thousands of client access and requests with HTTP and HTTPS protocol. The UASG™
and AX ADC environment with its ACOS has been designed especially for high load applications such as
SharePoint, providing better application performance, high resiliency, offloading security processing.

2 PREREQUISITES AND ASSUMPTIONS

This deployment guide has the following prerequisites and assumptions (based on tested configuration).
UASG™ and AX ADC (ACOS device) environment:

e ACOS device should be running ACOS version 2.7.1 or higher. (Tested with 2.7.1-P2)

e SharePoint 2013 has been tested with both A10 hardware and virtual appliances.

e ACOS devices have been tested with Routed mode and One-arm mode configurations.
SharePoint 2013 environment:

e All Microsoft SharePoint 2013 Server components are running on Windows Server 2012
Standard Operating System (64-bit).

e Microsoft SharePoint Server 2013 is installed on application farm with multiple application
servers.

e Microsoft SQL Server 2012 SP1 is installed as Database Server.

e For more details of the SharePoint 2013 installation, please refer to appropriate SharePoint
documentation:
http://technet.microsoft.com/EN-US/library/cc303424.aspx
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Client environment:
e Windows 7 Operating System (64-bit and 32-bit) are used for Client OS
e Tested client browsers
¢ Microsoft Internet Explorer Version 8, 9 and 10
¢ Google Chrome Version 28
¢ Mozilla Firefox Version 4.0.1

It's important that you make sure that the SharePoint 2013 servers and the SQL database are properly
installed and functioning, before installing the ACOS load balancer.

3 DEPLOYMENT OVERVIEW

3.1 SHAREPOINT CONFIGURATION SCENARIOS

SharePoint 2013 uses the server farm model with a multi-tier structure, which offers more scalability and
flexibility. A server farm consists of web servers, application servers and database servers. Each group of
servers can be called Tier, for example web-tier, application-tier and database-tier.

It's beneficial to have the ACOS device in front of SharePoint web servers as a reverse proxy, which can
reduce web server loads and provide higher availability in case of web server failure. In addition, the
following application acceleration features, available on the ACOS device, can free server resources and
improve the overall performance of SharePoint 2013 environments.

e RAM Caching
e HTTP Compression
e Connection Reuse

e SSIL Offload
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3.2 TOPOLOGY DIAGRAM
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Figure 1: Topology Diagram for SharePoint 2013 with ACOS
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3.3 ACOS DEVICE DEPLOYMENT CONSIDERATION

This deployment guide provides the following scenarios including application acceleration features.

3.3.1 CONFIGURE THE ACOS DEVICE FOR SHAREPOINT USING HTTP

This scenario is a basic deployment using HTTP protocol communication and can be used for internal
users. ACOS devices are placed in front of SharePoint 2013 web servers and function as a virtual server
(VIP) and reverse proxy, offering load balancing, application acceleration, and high availability.

{
.I B> SharePoint
HTTP ="

L
.[ Acos | @Ejﬂ]

——————
>
Local Clients SharePoint 2013 Web Servers

LAN Data Center / Server Farm

Figure 2: ACOS with HTTP VIP for SharePoint 2013

3.3.2 CONFIGURE THE ACOS DEVICE FOR SHAREPOINT USING HTTPS

This scenario provides secured communication with encrypted traffic using SSL. Typically, there are two
options for SSL deployment; SSL offload and SSL bridging. In both options, the ACOS device uses an
HTTPS VIP which provides secured communication between clients and ACOS devices. With the SSL
bridging option, communication between ACOS device and SharePoint web servers also needs to be
encrypted. This can offer end-to-end SSL encrypted communication, which is more secure but adds more
load on the SharePoint 2013 web servers for SSL transactions (for example, key exchange, encryption,
decryption etc.).

In this example, the SSL offload option is used for simulating external users access through Internet or
WAN. This option offers secured communications over the Internet/WAN and also improves server
efficiency by offloading SSL transaction on the SharePoint 2013 web server.
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Figure 3: ACOS with HTTPS VIP for SharePoint 2013

3.4 CHANGES IN SHAREPOINT 2013

There are numerous changes added into SharePoint 2013 from SharePoint 2010. However, basic
functionalities and architecture are inherited from SharePoint 2010. Therefore, most ACOS device
configurations for SharePoint 2010 can be applicable to SharePoint 2013 deployments. This section
explains the following features on SharePoint 2013 which might require configuration changes on the
ACOS device.

3.4.1 DISTRIBUTED CACHE SERVICE

This feature stores each user login token in the distributed Cache Service and shares the authentication
information among all the SharePoint 2013 web servers. Therefore, SharePoint 2013 does not require
load balancers affinity (also known as session persistence) anymore.

For more details of the Distributed Cache Service, refer to SharePoint documentation:
http://technet.microsoft.com/en-us/library/jj219758.aspx.

3.4.2 REQUEST MANAGEMENT

This feature helps the farm to manage incoming requests by evaluating logic rules in order to determine
which action to take, and which server(s) should handle the requests. This is effective for medium to large
size SharePoint 2013 farms, along with load balancer appliances such as the ACOS device. With this
feature, it is recommended to use the "Least Connections” load balancing algorithm on the ACOS device.

For more details on Request Management, refer to SharePoint documentation:
http://social.technet.microsoft.com/wiki/contents/articles/16177.request-management-in-sharepoint-

2013.aspx
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4 ACCESSING THE ACOS DEVICE

This section describes how to access the ACOS device. The ACOS device can be accessed either from a
Command Line Interface (CLI) or Graphical User Interface (GUI):

e CLI - Text-based interface in which you type commands on a command line. You can access the
CLI directly through the serial console or over the network using either of the following protocols:

¢ Secure protocol — Secure Shell (SSH) version 2
¢ Unsecure protocol — Telnet (if enabled)

e GUI - Web-based interface in which you click to access configuration or management pages and
type or select values to configure or manage the device. You can access the GUI using the
following protocol:

¢ Secure protocol — Hypertext Transfer Protocol over Secure Socket Layer (HTTPS)
Note: HTTP requests are redirected to HTTPS by default on the ACOS device.
e Access information:
¢ Default Username: admin
¢ Default password: al0
¢ Default IP Address of the device: 172.31.31.31

For more information on how to access the ACOS device, refer to document “System Configuration and
Administration Guide”

5 CONFIGURING THE ACOS DEVICE FOR SHAREPOINT 2013 USING HTTP

This section describes how to configure the ACOS device to load balance SharePoint web servers using
the HTTP protocol, which is a scenario for internal users. This includes the application acceleration
features in addition to normal real server and virtual server configuration.
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5.1 CONFIGURATION STEPS

This section describes configuration steps for SharePoint 2013 using HTTP protocol. Following are the
high level configuration steps in this example:

e Real server configuration
¢ Health Monitor
¢ Real Servers
e Service group configuration
e Virtual server configuration
¢ |P Source NAT
¢ RAM Caching
¢ HTTP Compression
¢ Connection Reuse

¢ HTTP Virtual Server (VIP)

5.2 SERVER CONFIGURATION

5.2.1 HEALTH MONITOR CONFIGURATION

The ACOS device can regularly check the health of real servers and service ports. Health checks are
used to assure that all the requests from clients are directed only to functional and available servers. If a
real server or service does not respond appropriately to a health check, the server is removed from the
list of available servers until it responds to the health checks appropriately. At this point, the server is
automatically added back to the list of available servers.

You can use default health monitor (ping) and/or customized health monitors. The configuration in this
guide uses default and custom HTTP health monitors.

The example below describes how to create a Health Monitor sending HTTP GET request and expecting
HTTP 401 response.

1. Navigate to Config Mode > SLB > Health Monitor > Health Monitor.

2. Click Add to create a new health monitor.
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3. Inthe Health Monitor box, enter Name "HM-HTTP".

4. In the Method box, enter the following information:

¢ Type:HTTP
¢ Port: 80
¢ Host:sp

¢ URL:GETand/
¢ Expect: 401

5. Click OK. The health monitor appears in the health monitor table.

Health Monitor

Name: * [HM-HTTP |
Retry: 3
Consec Pass Req'd: 1
Interval: 5 Seconds
Timeout: 5 Seconds
Strictly Retry: [l
Disable After Down: [l
2 Method
Override IPv4:
Override IPv6:
Override Port:
Method: @ Internal ) External
Type: I HTTP EI
Port: [e0 |
Host: |sp |
URL: | cET = |
User:
Password:
Expect: [404 | ©OText @ Code

Maintenance Code:

Passive Status: [l

Figure 4: Health Monitor configuration
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5.2.2 REAL SERVER CONFIGURATION

This section describes how to configure SharePoint web servers as real servers on the ACOS device.
You need to configure a separate server for each SharePoint web server. In this example, both default
health monitor and customer health monitor are applied to the real server configuration.

1. Navigate to Config Mode > SLB > Service > Server.
2. Click Add to add a new server.

3. Inthe General box, configure the information of real server. In this example, use the following
information.

¢ Name: SRV-SharePointl
¢ |P address /Host: 10.100.2.168
¢ Health Monitor: leave the "default" health monitor selected

¢ Configure other options as needed.

SLB = > Server > > Create

General
Name: * |SRv-SharePoint |
IP Address/Host: * |10.100.2 188 | @ipva O 1Pve

GSLB External IP Address:

IPv6 address Mapping of GSLB:

Weight: 1
Health Monitor: | cdefau =
Status: @ Enabled ) Disabled

Figure 5: Real Server - General configuration

4. Inthe Port box, enter the number of the service port and other settings for the real server. In this
example, use the following information.

¢ Port: 80
¢ Protocol: TCP

¢ Health Monitor (HM): Select "HM-HTTP" (configured in the previous section) from drop-
down menu.

¢ Click Add.

A'g Networks // Customer Driven Innovation // A 12
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£y Port
port:* [E0 ] : | | protocol: [TCP__|+] Weight(v):* [CIho ssL
Connection Limittgj: Logging Connection Resumetﬁj:: 2 Update
Server Port Template{SPT): | default BSewer-SSLTemplatetﬂJ: E| @ Delete
Health Monitor{(HM): @[ HU-HTTP [~] © Follow Port: TCP @ Enable
Extended Stats(ES): ©) Enabled @ Disabled KDC Service Name(KDCSH): [ | € Disable
B Port | Protocol|W sz cL CR  |SPT SST HM ES |KDCSH
Ol | @ |s0 TCP 1 |@ | 8000000 default HW-HTTP |6

Figure 6: Real Server - Port configuration
5. Repeat the above steps (2-4) for each of the SharePoint web servers.

6. Click OK, and then click Save to store your configuration changes.

5.3 SERVICE GROUP CONFIGURATION

A service group contains a set of real servers that provide the same service, and makes one logical
server, from which the ACOS device can select to service client requests. This example uses a service
group that contains SharePoint 2013 web servers and the applicable service port 80.

1. Navigate to Config Mode > SLB > Service > Service Group.
2. Click Add to add a new service group.
3. Inthe Server Group box, enter the following information:
¢ Name: SG-SharePoint
¢ Type: Select "TCP” from the drop-down menu.
¢ Algorithm: Select “Least Connection” from the drop-down menu.

¢ Health Monitor: Select “HM-HTTP” from the drop-down menu.
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Service Group

Name: * ISG-SHETE‘POth I

Type: TCP
Algorithm: [CeastGonnection . |=] Pseudo Round Robin: [C]
Auto Stateless Method: 0
Traffic Replication: [+]
Health Monitor: | HI-HTTP EI
server Template: default [+]
Server Port Template: default E|
Policy Template: [=]
Min Active Members: 0
Priority Affinity: 0
] Send client reset when server selection fails
] Send log information on backup server events
Stats Data: @ Enabled ) Disabled
Extended Stats: D Enabled @ Disabled
Priority: Action: | Proceed [~] 2 Update
[ | Priority Action ~| @ Reset
Priority: =1 Proceed |ﬂ
|2 Proceed
|3 Proceed
)4 Proceed -
Description:

Figure 7: Service group configuration

4. Inthe Server box, add real servers with specifying the service port fop each SharePoint web
server.

¢ Server: Select "SRV-SharePoint1" from drop-down menu.
¢ Port: 80
¢ Click Add.

¢ Repeat this step for each real server.

A‘g Networks /7 Customer Driven Innovation // A 14
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0 Server
IPvailPyE: @ jpva O IPvE
server: * |SRV-SharePointz -|  Port:> [eo | |©add |
Server Port Template{SPT): | default [=]  Priority: K [=] (& Update
Stats Data: @ Enabled ' Disabled @ Delete
™ Server Port SpT Priority | Stats Data o Enable
[ | |sRv-ShareFoint1 80 default 1 ) €3 Disable _
[ |@ |SRv-SharePaint2 80 default 1 S

Figure 8: Service group servers list

5. Click OK, and then click Save to store your configuration changes.

5.4 VIRTUAL SERVER CONFIGURATION

5.4.1 IP SOURCE NAT CONFIGURATION

This step configures the IP address pool to use for IP Source Network Address Translation (SNAT).
When traffic from clients hit the Virtual Server (VIP), the ACOS device replaces the source IP address of
the clients' request with an IP address from the SNAT pool.

1. Navigate to Config Mode > IP Source NAT > IPv4 Pool.

2. Click Add.

3. Inthe IPv4 Pool box, enter the following values:
¢ Name: SNAT1
¢ Start IP Address: 10.100.2.157
¢ End IP Address: 10.100.2.157

¢ Netmask: 255.255.255.0
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IPv4 Pool

Name: * BHAT1 |
Start IP Address: * |10.100.2.157 |
End IP Address: * [104002457 |
Netmask: * |255.255.255.0 |
Gateway:

HA Group: [~]

IP-RR: B

Figure 9: SNAT configuration

4. Click OK, then click Save to save the configuration.

5.4.2 RAM CACHING TEMPLATE CONFIGURATION

RAM Caching is a high-performance, in-memory Web cache that by default caches HTTP responses
(RFC 2616 compliant). It can results in significant reduction in the load of the SharePoint web server and
also latency and bandwidth utilization in the server farm.

1. Navigate to Config Mode > SLB > Template > Application > RAM Caching.

2. Click Add.

3. Inthe RAM Caching box, enter or select the following values:

¢ Name: RC-SharePoint

¢ Replacement Policy: Least Frequently Used (default)

¢ All other values: Use default value in this example.

A'B Networks // Customer Driven Innovation // A 16
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RAM Caching

Name: * [RC-3hareFoint |

Age: j2600 | Seconds
Max Cache Size: fs0 | me
Min Content Size: 512 | Bytes
Max Content Size: {21920 | Bytes
Replacement Policy: * . |Least Freguently Used m
Accept Reload Request: D

Verify Host: [

Default Policy No-Cache: [

Remove Cookie: [

Insert Age: ]

Insert Via: &

Logging Template: E[

Figure 10: RAM Caching configuration

4. Click OK, then click Save to save the configuration.

5.4.3 HTTP TEMPLATE CONFIGURATION FOR HTTP COMPRESSION

HTTP templates have many options, including options to modify the HTTP header information, and URL
based switching and more. You can use these options per your deployment requirement. In this example,
it describes how to configure HTTP compression feature on the HTTP template.

1. Navigate to Config Mode > SLB > Template > Application > HTTP.
2. Click Add.

3. Inthe HTTP box, enter the Name "HTTP-Template-SharePoint".

A'g Networks // Customer Driven Innovation // A 17
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HTTP
Hame: * [HTTP-Template-SharePoint |
Failover URL:

Strict Transaction Switching: ) Enabled @ Disabled
Client IP Header Insert:
Retry HTTP Request:
Log Retry:

Keep Client Alive:

ooooo

Sample Response Time:

[l Terminate HTTP 1.1 client when request has Connection: close
Mon-HTTP Bypass: [+]

Logging Template: [+]
HTTP Request Header Wait Time:

Figure 11: HTTP Template configuration
4. Click and expand the Compression box.

5. Select "Enabled" radio button on the Compression and choose Level "1(least compression,
fastest)" (default)

6. (Optional) Add the Content Type to be specifically compressed. In this example, use "pdf",
"pptx", and "doc" and click Add for each.

3 Compression

Compression: @ Enabled | ) Disabled

Keep Accept Encoding: ) Enabled @ Disabled
Level: | 102ast compression, fastest) [«
Min Content Length: =

Auto Disable on High CPU: | []

woefod ] [Cadd ]
[T | Type @ Delete

[} par
O] pptx

Content Type:

Figure 12: HTTP Compression configuration

7. Click OK, then click Save to save the configuration.
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5.4.4 TCP CONNECTION REUSE

Connection Reuse reduces the overhead associated with setting up TCP connections (3-way
handshake), by establishing persistent TCP connections with SharePoint web servers and then
multiplexing client TCP requests over those connections. This feature offers a significant benefit as it
eliminates the need of opening new connections for every single client connection.

Note: You must have when you use Connection Reuse feature
1. Navigate to Config Mode > SLB > Template > Connection Reuse.
2. Click Add.

3. Inthe Connection Reuse box, enter the Name "CR-Share-Point".

Connection Reuse

Name: = |cR-sharePaint |

Limit Per Server. 1000

Timeout: 2400 Seconds
Keep Alive Connections: |

Figure 13: Connection Reuse configuration

4. Click OK, then click Save to save the configuration.

5.4.5 HTTP VIRTUAL SERVER (VIP) CONFIGURATION

The virtual server is also called VIP (Virtual IP) where the client will send SharePoint access requests to.

The VIP consists of service groups and protocol port numbers, which are also bound with multiple feature
templates configured in the previous sections.

In this example, SharePoint 2013 VIP is configured with HTTP (port 80) for internal users.
1. Navigate to Config Mode > SLB > Service > Virtual Service.
2. Click Add to add a new virtual server.
3. Inthe General box, enter the name of the Virtual IP (VIP) and its IP address:
¢ Name: VIP-SharePoint

¢ |P Address: 10.100.0.231

A'g Networks // Customer Driven Innovation // A 19
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General

Name: * JvIP-SharePoint |

IP Address or CIDR Subnet: * 110.100.0.231 | @1pva 1PV
Status: @ Enabled O Disabled

Disabled on Condition: ] @ Disabled When All Ports Down

Disabled When Any Port Down
Figure 14: HTTP VIP - General configuration

4. Inthe Port box, click Add. The SLB >> Virtual Server >> VIP-SharePoint >> Port >> Create

Sscreen appears.

5. Inthe Virtual Server Port box, enter the following information

¢ Type: Select "HTTP" from the drop-down menu.

¢ Port: 80

¢ Service Group: Select "SG-SharePoint" from the drop-down menu.

SLB == Virtual Server > = VIP-SharePoint > > Port > > Create

Virtual Server Port

Virtual Server: VIP-SharePoint

Type: * | HTTP EI

Port: * fao | Oro | |  [Caternate

[[Juse Alternate: Type|HTTP Down Server Selection Failure Request Fail
Service Group: | sG-ShareFPaint [~]

Connection Limit: [T [so0o000 © Drop Reset Logaing

Figure 15: HTTP VIP - Virtual Port configuration

6. Inthe Virtual Server Port box, apply the following feature templates:

¢ Source NAT Pool: SNAT1
¢ HTTP Template: HTTP-Template-SharePoint
¢ RAM Caching Template: RC-SharePoint

¢ Connection Reuse Template: CR-SharePoint

A'g Networks // Customer Driven Innovation // A 20
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Virtual Server Port Template: default El

Access List: [+]

Source NAT Pool: | SHATA [~ [ Auto
aFlex: [+] I muttiple
HTTP Template: | HTTP-Template-SharePaint EI

RAM Caching Template: | RC-SharePaint B3|
Server-SSL Template: [=]
Connection Reuse Template: | CR-SharePaint EI
TCP-Proxy Template: [=]
Persistence Template Type: E|

VAF- =l

Figure 16: HTTP VIP - applying templates

7. Click OK. The virtual server port appears in the list of the Port box.

o Port
[7] | status Port Type Service Group @ A_d_d
| @ 80 HTTP SG-SharePoint @ Edit
& Delete
& Enable -
© Disable

Figure 17: HTTP VIP - Virtual Port list

8. Click OK, then click Save to save the configuration.

5.5 DEPLOYMENT VALIDATION

To validate that the HTTP VIP configuration is functioning correctly, do the following.

1. Open a web browser and navigate to the SharePoint 2013 using appropriate URL and login to the
SharePoint 2013. For example, http://sp.example.com or http://sp.

2. Make sure that you can successfully access and open the SharePoint 2013 site using the HTTP
protocol
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Figure 18: Connection to SharePoint 2013 through HTTP VIP

3. Onthe ACOS device, navigate to Monitor Mode > SLB > Service > Virtual Server.

4. Check virtual server status (In this example, VIP-SharePoint-EXT/192.0.2.210) showing green
(1) , and also statistics on the HTTPS virtual port (HTTPS/443) are increased

] Al yame Connections Packets Bytes
Current 3 Total “iForward | Reverse “jForward <{Reverse
[0 |vIP-SharePoint10.100.0.234 — g 17 247 750 G4.5K 920.7K| [#
[+ HTTRIZ0 = g 17 247 750 545K 929.7K| 34
o 80 (SRV-SharePointl) 3 149 6.6K 23.6K 1.3M 30.0M

Connections Packets Bytes

Select All Unselect All Expand All Collapse All Selected: 0
[ Description ] Request

Figure 19: VIP status and Virtual Port statistics view
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6 CONFIGURING THE ACOS DEVICE FOR SHAREPOINT 2013 USING HTTPS

This section describes how to configure the ACOS device to load balance SharePoint web servers using
HTTPS (SSL) to securely encrypt communication from the client to the ACOS device. With this
configuration, there are two options for SSL deployments—SSL offload and SSL bridging. Utilizing SSL
for encryption on the load balancer reduces web server CPU utilization and simplifies management with a
single place to manage site certificates.

6.1 CONFIGURATION STEPS

To configure the ACOS device to load balance SharePoint web servers over SSL, you can use most of
the steps described in section 5.2 Server Configuration and 5.3 Service Group Configuration.

In this example, a new virtual server (VIP) for HTTPS is created, that uses existing real servers and
service group configurations. On the virtual server configuration, service type HTTPS is used, which
requires additional configuration steps regarding SSL certificate and template.

6.2 SSL PREPARATION

Before configuring the virtual server, the following additional steps also are required:
e SSL certificate configuration
e SSL client template configuration

e Rewriting redirect URL using aFleX (optional)

6.2.1 SSL CERTIFICATE CONFIGURATION

You can import or create SSL certificates for SSL communication. In this example, a certificate and key
are created.

1. Navigate to Config Mode > SLB > SSL Management > Certificate.

2. Click Create to add a new SSL certificate.

3. Enter the following information and values to issue a self-signed certificate:
¢ File Name: SP2013-CERT

¢ Issuer: Self
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¢ Common Name: sharepoint.example.com
¢ Division: EXAMPLE

¢ Organization: EXAMPLE

¢ Country: United State of America

¢ Valid Days: 730 (Default)

¢ Key Size: 2048

General

File Name: * |sP2013-CERT |

0y Certificate

Issuer: | Self ITI

Common Name: * |sharepoint. example.com |
Division: \EXAMPLE |
Organization: EXAMPLE |
Locality:

State or Province:

Country {C): * | United States of America [« Us |

Email Address:

Valid Days: days
0 Key
Key Size: 2048 |+ | Bits

Figure 20: SSL Certificate creation

4. Click OK and then click Save to store your configuration changes.

6.2.2 SSL CLIENT TEMPLATE CONFIGURATION

This section describes how to configure a client SSL template and apply it to the VIP.
1. Navigate to Config Mode > SLB > Template > SSL > Client SSL.
2. Click Add to create a Client SSL template.
3. Enter the following information

¢ Name: SP2013-SSL
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¢ Certificate Name: SP2013-CERT
¢ Key Name: SP2013-CERT

Client S5L

Hame: * SP2013-55L
Certificate Name: ISP2013-CERT vI

Chain Cert Name: [+]
Key Name: [ sPz013-CERT |

Pass Phrase:

Confirm Pass Phrase:
Bypass $SLv2: [=]

Figure 21: SSL Client Template configuration

4. Click OK click Save to store your configuration changes

6.3 VIRTUAL SERVER (VIP) CONFIGURATION

6.3.1 REWRITING REDIRECT URL IN HTTP RESPONSE USING AFLEX
(OPTIONAL)

In some cases of SSL offload topology, SharePoint 2013 web servers may return HTTP Redirect (code
302) messages, including a redirect URL (absolute link) with HTTP protocol. Therefore, you may need to
rewrite the redirect URL with HTTPS on the ACOS device. This section describes how to transparently
rewrite the redirect HTTP URL in the HTTP response payload with the HTTP URL by using ACOS aFleX
scripting.

1. Navigate to Config Mode > SLB > aFleX.
2. Click Add.

3. Enter the Name: REWRITE-TO-HTTPS
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4. In the Definition field, enter the following script.

when HTTP_RESPONSE {

# check Content-Type to avoid unnecessary collects

if { [HTTP::header "Content-Type'] contains "text" } {

HTTP::collect

when HTTP_RESPONSE_DATA {
set clen [HTTP::payload length]

regsub -all "http://" [HTTP::payload] "https://" newdata
HTTP::payload replace 0 $clen $newdata

HTTP: :release

Note: This script is also available as a part of predefined aFleX script "http_payload_replace"

aFleX

Name: * EE‘.“.“RITE-TO-H'I‘I’F'S ] @ Local © Remote

when HITP RESFONSE {
# check Content-Type to avoid unnecessary collects
contains "text™ }

if { [HTITP::header "Content-Type"] {

HTTP: :collect

when HTTP RESPONSE DATZA {
[HTITP: :payload length]
[HITP: :payload]

Definition: *

"hrtps://" newdata

s fym
£

HTTP: :release

Figure 22: aFleX script
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5. Click OK, then click Save to save the configuration.

6.3.2 HTTPS VIRTUAL SERVER (VIP) CONFIGURATION

This section describes how to create an HTTPS VIP for SSL offload on the ACOS device. You can also
apply all the feature templates configured in the previous sections to this HTTPS VIP.

In this example, a new SharePoint 2013 VIP is configured with HTTPS (port 443) for external users via
Internet or WAN. SharePoint 2013 web servers are running services on HTTP (port 80).

1. Navigate to Config Mode > SLB > Service > Virtual Service.

2. Click Add to add a new virtual server.

3. Inthe General box, enter the name of the Virtual IP (VIP) and its IP address:
¢ Name: VIP-SharePoint-Ext

¢ |P Address: 192.0.2.210

General

Name: * | viP-sharePoint-Ext |
IP Address or CIDR Subnet: * |192.D.2.21D | @ 1pya IPvE
Status: © Enabled ) Disabled

@ Disabled When All Ports Down
Disabled When Any Port Down

Disabled on Condition:

Figure 23: HTTPS VIP - General configuration

4. Inthe Port box, click Add. The SLB > Virtual Server > VIP-SharePoint > Port > Create screen
appears.

5. Inthe Virtual Server Port box, enter the following information
¢ Type: Select "HTTPS" from the drop-down menu.
¢ Port: 443

¢ Service Group: Select "SG-SharePoint" from the drop-down menu.
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Virtual Server Port

Virtual Server: VIP-SharePoint-Ext

Type: = . I HTTPS EI

Port: * To

Service Group: ' [SG-sharePaint [~]

Connection Limit: [0 [soooono . © Drop Reset Logaing

Figure 24: HTTPS VIP - Virtual Port configuration
6. Inthe Virtual Server Port box, apply the following feature templates and aFleX script:
¢ Source NAT Pool: SNAT1
¢ aFleX: REWRITE-TO-HTTPS
¢ HTTP Template: HTTP-Template-SharePoint
¢ RAM Caching Template: RC-SharePoint

¢ Connection Reuse Template: CR-SharePoint

Source NAT Pool: | shATA [«] [ auto
aFlex: | REWRITE-TO-HTTPS [«| [ Multiple
HTTP Template: I H'I‘I'F'-TemEIate-ShareF'oim :I

RAM Caching Template: RC-SharePoint |- |

Client-S5L Template: [sP2013-s80 ]

Server-55L Template:

<[]

Connection Reuse Template: | CR-SharePoint

Figure 25: HTTPS VIP - applying templates

7. Click OK. The virtual server port appears in the list of the Port box.

0 Port
[ | Status Port Type Service Group @Add
0 |® 443 HTTPS S0G-SharePoint & Edit
© Delete
G; Enable
© Disable |

Figure 26: HTTPS VIP - Virtual Port list
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8. Click OK, then click Save to save the configuration.

6.3.3 REDIRECTING CLIENT ACCESS FROM HTTP TO HTTPS (OPTIONAL)

This section describes how to redirect SharePoint access requests for HTTP (port 80) to HTTPS (port
443) using ACOS aFleX scripts. This is one of the most common methods used for HTTPS VIP service
and ACOS has a preconfigured aFleX script called "redirect1".

In this example, a new virtual port with HTTP (port 80) is created on the VIP-SharePoint-Ext and the
aFleX script redirectl is applied on to it.

1. Navigate to Config Mode > SLB > Service > Virtual Service.
2. Select "VIP-SharePoint-Ext" from the virtual server list.
3. Inthe Port box, click Add to add a new virtual port.
4. Inthe Virtual Server Port box, enter the following information
¢ Type: Select "HTTP" from the drop-down menu.
¢ Port: 80
¢ Service Group: Select "SG-SharePoint" from the drop-down menu.

¢ aFleX: Select "redirectl" from the drop-down menu.

Virtual Server Port

Virtual Server: VIP-SharePoint-Ext
Type:* | HTTP =]
Port: * E 1o [[] aternate
[T use Alternate: Type | HTTP Down Server Selection Failure Request Fail
Service Group: |SG—ShareF’oim |E|
L e e
TiEE | redirect [«| [ muttipte

Figure 27: HTTPS VIP - HTTP redirect configuration

5. Click OK. The virtual server port appears in the list of the Port box.

A‘B Networks // Customer Driven Innovation // A 29



Microsoft SharePoint 2013 Deployment Guide

O Port
-i___l Status Port Type Service Group ' @ Add
H | 443 |HTTRS | sc-sharepoint @ Edit
G 50 |nTe | 5G-sharePaint © Delete
[ - - @ Enable
€3 Disable

Figure 28: HTTPS VIP - Virtual Port list with port 443 and 80

6. Click OK, then click Save to save the configuration.

6.4 DEPLOYMENT VALIDATION

To validate that the HTTPS VIP configuration is functioning correctly, do the following.
1. Open a web browser on an external client device
2. Access SharePoint 2013 using appropriate URL and login to the SharePoint 2013 site.
¢ Using HTTPS - in this example, https://sharepoint (or https://sharepoint.example.com)
¢ Using HTTP - in this example, http://sharepoint (or http://sharepoint.example.com)

3. Make sure that you can successfully access and open SharePoint 2013 site with HTTPS protocol
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=B
&« @|m https://sharepoint/ layouts/15start.aspx/SitePages/Hame aspx o-ac| s
) welcome to 410 SharePoin... % | |
SharePoint Newsfeed SkyDrive Sites User Three~ X 2
BROWSE  PAGE Yy folow Cdswe # eomr
_ ~
A10 SharePoint 2013 A10 Networks # EDIT LINKS Search this site p
Home
pements ‘/ A \E%
Recent Thunder
R =IE=T
Picture Library 'p N t K
Usert poc el Networks
Site Contents
# EDIT LINKS
Newsfeed Documents
Start a conversaticn (® new document or drag files here
v O neme
It's pretty quiet here. Invite more people to the site, or start a conversation. = DG SharePoint
21 DG _SharePoint 2010 o
[ _SharePoint Server 2013 Tnstallation Confiauration Guide-

Figure 29: Connection to SharePoint 2013 through HTTPS VIP
4. Onthe ACOS device, navigate to Monitor Mode > SLB > Service > Virtual Server.

5. Check virtual server status (In this example, VIP-SharePoint-EXT/192.0.2.210) showing green
(1] , and also statistics on the HTTPS virtual port (HTTPS/443) are increased

i | Name Connections Packets Bytes
Current 3 Total Forward <} Reverse JjForward <Reverse 7
[ | [vIP-SharePoint-Ext192.0.2.210 = 3 205 4 7K 133K 1.4M 1B.7M| |55
(4] HTTR/BO 0 22 a9 48 238K 22 7K| [
(4] HTTPSi443 = 3 183 4 BK 132K 1.3M 16.7M| [
(4] 80 (SRV-SharePoint1) 3 140 6.3K 22.8K 1.2M 29.1M
i i i i
SelectAll  Unselect Al Expand All CollapseAll Selected: 0 Connections .~ Packets .~ Bytes
M Description [l Request

Figure 30: VIP status and Virtual Port statistics view
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7 OPTIONAL SECURITY FEATURES

The ACOS device adds another security layer for load balanced servers and applications. Adding to an
in-depth defense strategy, key protections are architected into the ACOS device.

A10 provides high-performance detection and prevention against distributed denial-of-service (DDoS) and
protocol attacks that can cripple servers and take down applications. Since the ACOS device is placed
between the routers and data center resources, it is ideally positioned to detect and stop attacks directed
at any data center server or application. Using specialized ASICs in select models, ACOS device can
continue to inspect, stop, and redirect all application traffic at network speeds.

1. Toinstall a standard set of DDoS mitigation features, navigate to Config Mode > Security >
Network > DDoS Protection.

2. Select all the checkboxes of the DDoS Protection features you would like to activate.

DDos Protection

[ brop Al IP Option Land Attack Ping-of-Death Frag
I TCP Ho Flags [¥ITcP sYNFin [¥|TCP SYH Frag

Out of Sequence: 10

Zero Window: 10

Bad Content: 10

Figure 31: DDoS protection configuration
3. Click OK and then click Save to store your configuration changes.

For other DDoS features and Security features such as Web Application Firewall, refer to A10 Thunder
series and AX series documentation from the link below (login required).

https://www.al0networks.com/support-axseries/techlibrary.php

8 SUMMARY AND CONCLUSION

The deployment guide describes how to set up the ACOS devices for Microsoft SharePoint 2013. By
using the ACOS devices to load balance SharePoint web servers, the following key advantages can be
achieved:

e Higher scalability

+ Multiple SharePoint web servers can be pooled together without any change on user's
access method.
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¢ New SharePoint web servers can be easily added at any time without affecting existing
service for the users.

e Higher availability

¢ SharePoint web servers' availability is periodically verified using health monitor. In case of
server failure, user traffic is redirected to other available servers without any interruption.

e Higher performance

+ All the client traffic is seamlessly distributed across all available SharePoint web servers
using the preferred load balancing algorithm.

+ Utilizing application acceleration features frees SharePoint web server resources for other
operations.

e Additional features at no additional cost

& Security features such as DDoS protection, Web Application Firewall and other useful
features are included in ACOS; ready to use without additional cost

By using the A10 Thunder Series Unified Application Service Gateway or AX Series Application Delivery
Controller, significant benefits are achieved for all Microsoft SharePoint 2013 users. For more information
about A10 Thunder Series and AX Series products, please refer to the following URLS:

http://www.al0networks.com/products/thunder-series.php

http://www.al0networks.com/products/axseries.php

http://al0Onetworks.com/resources/solutionsheets.php

http://al0networks.com/resources/casestudies.php
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9 APPENDIX - SAMPLE CLI CONFIGURATION

CLI Configuration
hostname ACOS
ip nat pool SNAT1 10.100.2.157 10.100.2.157 netmask /24
health monitor HM-HTTP
method http expect response-code 401 host sp
slb server SRV-SharePointl 10.100.2.168
port 80 tcp
health-check HM-HTTP
slb server SRV-SharePoint2 10.100.2.169
port 80 tcp
health-check HM-HTTP
slb service-group SG-SharePoint tcp
health-check HM-HTTP
member SRV-SharePointl:80
member SRV-SharePoint2:80
slb template connection-reuse CR-SharePoint
slb template cache RC-SharePoint
slb template http HTTP-Template-SharePoint
compression enable
compression content-type pdf
compression content-type pptx
compression content-type doc
slb template client-ssl SP2013-SSL
cert SP2013-CERT

key SP2013-CERT
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slb virtual-server VIP-SharePoint 10.100.0.231
port 80 http
source-nat pool SNAT1
service-group SG-SharePoint
template http HTTP-Template-SharePoint
template cache RC-SharePoint
template connection-reuse CR-SharePoint
slb virtual-server VIP-SharePoint-Ext 192.0.2.210
port 80 http
service-group SG-SharePoint
aflex redirectl
port 443 https
source-nat pool SNAT1
service-group SG-SharePoint
template http HTTP-Template-SharePoint
template cache RC-SharePoint
template client-ssl SP2013-SSL
template connection-reuse CR-SharePoint

aflex REWRITE-TO-HTTPS

aFleX scripts
aFleX script: REWRITE-TO-HTTPS
when HTTP_RESPONSE {
# check Content-Type to avoid unnecessary collects
if { [HTTP::header "Content-Type'] contains "text" } {

HTTP::collect
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}

when HTTP_RESPONSE_DATA {
set clen [HTTP::payload length]
regsub -all "http://" [HTTP::payload] "https://" newdata
HTTP: :payload replace 0 $clen $newdata
HTTP: :release
}
aFleX script: redirectl
# redirect HTTP request to https URL
when HTTP_REQUEST {

HTTP::redirect https://[HTTP::host][HTTP: turi]

A'g Networks // Customer Driven Innovation // A 36



