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Overview

This guide describes how to authenticate SAML-based claims with SharePoint by configuring and deploying A10
Networks® Thunder® Application Delivery Controllers (ADC) with Active Directory Federation Services (AD FS).

This guide consists of the following parts:
- Install SharePoint server 2010 R2
- Configuration guide for AD FS
- Configuration guide for SharePoint
- Configuration guide for A10 Thunder ADC

This configuration guide assumes that you already have one working Active Directory (AD) and SQL database
server.

Install SharePoint Server 2010 R2
To install SharePoint 2010 R2:
1. Install Windows server 2008 R2.
2. Configure the Windows server to join the AD domain.
3. Install the SharePoint server 2010 R2 by completing the following tasks:
a. Install the software prerequisites.
b. Install the SharePoint Server.

For more detailed information about installing SharePoint 2010 R2, see the Microsoft SharePoint 2010 Install
Guide.

AD FS Configuration

Phase 1: Create an AD FS relying party for the SharePoint web application.
1. Add a new relying part for Thunder ADC SAML Service Provider (SP).
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Figure 1: Preparing to add a relying part




Deployment Guide | SharePoint SAML-based Claims Authentication with A10 Thunder ADC

2. Start the Relying Party Trust Wizard.

Wel to the Add Rely Party Trust Wizard

ﬂ-MuﬂﬂmeammmmmeFsmm Relying parties
consume ciaims in secunty tokens that are issued by this Federation
authonzation decisions.

Service to make authentication and

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to t. You can define issuance transform rnules for issuing claims to the relying party
after you complete the wizard.

| <Previous |l Start

Select Data Source

Steps

@ Welcome

@ Select Data Source

@ Specify Display Name
@ Choose Profile

@ Corfigure Certfficate

@ Configure URL

@ Configure Idertffiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Figure 2: The relying party trust wizard

3. Select Enter data about the relying party manually and click Next.

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cardificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address host name or URL):

Example: fs contoso com or hitps://www contoso com/app

O Import data about the relying party from a file
Use this option to import the necessary data and cerificates from a relying party organization that has

exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

I | [Coowse
® Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.

Figure 3: Selecting the data source




Deployment Guide | SharePoint SAML-based Claims Authentication with A10 Thunder ADC

4. Enter the relying party display name and click Next.

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:

@ Select Data Source [S4 Sharepoint 2010 SAMLClaim|

@ Speciy Display Name Notes:
@ Choose Profile

@ Corfigure Certfficate

@ Configure URL

@ Configure Identffiers

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Figure 4: Specifying the display name
5. Select AD FS profile and click Next.

This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
@ Welcome configuration profile for this refying party trust.

@ Select Data Source (®) AD ES profie

@ Specify Display Name This profile supports relying parties that are interoperable with new AD FS features. such as
security token encryption and the SAML 2.0 protocol.

@ Choose Profile

@ Corfigure Certfficate O ADFS 1.0and 1.1 profile
This profile supports relying parties that are interoperable with AD FS 1.0and 1.1

Figure 5: Selecting a profile
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6. Click Next.

For this deployment, encryption is not enabled, so do not specify an encryption certificate. To enable SAML
assertion encryption between Thunder ADC and AD FS, import Thunder ADC's service provider certificate.

Configure Certificate

Seps Specify an optional token encryption certificate. The token encryption certificate is used to encrypt the

@ Welcome claims that are sent to this relying party. The relying party will use the private key of this certificate to
decrypt the claims that are sentto it. To specify the cedfficate, click Browse.

@ Select Data Source

@ Specify Display Name

@ Choose Profile

@ Configure Certfficate

@ Configure URL

@ Configure Identfiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Issuer;
Subject:

Figure 6: Configuring the certificate

7. Select the Enable support for the WS-Federation Passive protocol checkbox.

8. In Relying party WS-Federation passive protocol URL, enter the name of the web application URL and
add /_trust/ to the end of the URL.

9. (lick Next.
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Configure URL

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Cedficate
@ Configure URL

@ Configure Identfiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

In configuration example below, web application name is https.//sp2010-sp1.a10lab.com/.

ADFSwpporhﬂveWS-Tlusl WS-Federation and SAML 2.0 WebSSO protocols for relying parties. i
-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLﬁouse SLpportforﬁIeWS-depmtocollsdwaysendJledforaldyngpaty

[ Enable support for the WS-Federation Passive protocal

Twh: !V§4=edemion vae pmtocd URL supports Web-browser-based claims providers using the

Relying party WS-Federation Passive protocol URL:

|Mw:'//q:»2010$1.a1ﬂab.com/ ' trust/

Example: https:/ /s contoso com/adfs/s/

[C] Enable support forthe SAML 2.0 WebSSO protocol

The SAML 2.0 single-sign-on (SSO) service URL supports Web-browser-based claims providers using the
SAML 2.0 WebSSO protocol.

Relying party SAML 2.0 SSO service URL:

Example: https.//www.contoso com/adfs/ls/

Figure 7: Configuring the URL

10. Enter the name of the relying party trust identifier and click Add.
11. Click Next.
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This identifier should be identical to the entity-ID of SAML service provider that was configured on Thunder ADC.

Configure Identifiers

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Corfigure Cedficate

@ Readyto Add Trust
@ Finish

Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this refying
party tust.

Relying party trust identffier;

|ttps://sp2010p1.a10iab.com| | [ A ]|
Example: https:/As.contoso.com/adfs/services Arust

Relying party trust identfiers:

https://sp2010-sp1.a10iab.com/_trust/ Remove

Figure 8: Configuring identifiers

12. Select I do not want to configure multi-factor authentication settings for this relaying party trust at

this time.
13. Click Next.
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o Configure mulifactor authertication settings for this relying pary trust. Mulifactor authentication is required
@ Welcome there is a match for any of the specified requirements.

@ Select Data Source
@ Specify Display Name Muttifactor Authentication Global Settings

@ Choose Profie Requirements Users/Groups Not corfigured
@ Configure Cedficate Device Not conBigurad

@ Configure URL Not cort
@ Configure Idertfiers

@ Corfigure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

(® | do not wart to corfigure multifactor authentication settings for this relying party trust at this time.
(O Configure multifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

Figure 9: Configuring multi-factor authentication

14. Select Permit all users to access this relying party.
15. Click Next.
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Choose Issuance Authorization Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Corfigure Cedficate
@ Configure URL

@ Configure dertffiers

@ Configure Multifactor
Authentication Now?

@ Readyto Add Trust
@ Finish

Ready to Add Trust

Steps

@ Welcome

@ Select Data Source

@ Specify Display Name

@ Choose Profile
Configure Cerficate
Configure URL
Configure Idertifiers

Configure Multifactor
Authentication Now?

Choose Issuance
Authorization Rules

Readyto Add Trust
Finish

Issuance authonization rules detemmine whether a user is permitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this relying party's issuance authorization

(® Pemnit 3ll users to access this relying party
The issuance authorization rules will be configured to pemit all users to access this relying party. The relying
party service or application may still deny the user access.

O Deny all users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
Huwmmmmm&wmbamhsmm

You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

[ <Pevous || Net> || Cancel |

Figure 10: Choosing issuance authorization rules

16. Review the information on the page and click Next.

The relying party trust has been configured. Rwlewthofolowngmm and then click Next to add the
relfying party trust to the AD FS configuration database

Monitoring | Identifiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Not¢ < | >
Specify the monitoring settings for this relying party trust

Relying party's federation metadata URL:

I

[T Monitor relying party

[C] Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never>

This relying party was last updated from federation metadata on:
<never >

Figure 11: Adding trust

10
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17. Select the Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

18.

checkbox.
Click Close.

@ Welcome

@ Select Data Source

@ Specify Display Name
@ Choose Profile

@ Corfigure Certficate

@ Configure URL

@ Configure Identfiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added to the AD FS configuration database.
You can moddy this relying party trust by using the Properties dialog box in the AD FS Management snap-n.

[w] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Figure 12: Completing the wizard

1
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Phase 2: Configure the Claim Rule

1. On the Issuance Transform Rules tab, click Add Rule.

¢ lssuance Transform MT] lssuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

Add Rule.... | | Edit Rule... ] l Bemove Rule...

Figure 13: Editing claim rules

12
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2.

In Claim rule template, select Send LDAP Attributes as Claims.

3. Click Next.

N o vk

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim nile template.

Claim nde template:
[Send LDAP Attributes as Claims v]

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muttiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Dicectory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous H Next > ” Cancel

Figure 14: Choosing the rule type

In Claim rule name, enter the name of the claim rule.

In the Attribute store drop-down list, select Active Directory.

Configure the LDAP attribute mappings to the outgoing claim type as shown in Figure 15.
Click Finish and click OK.

13
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Configure Rule

o You can configure this rule to send the values of LDAP attributes as claims, Selsct an attribute store from
@ Choose Rule Type which to extract LDAP attibutes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.
@ Configure Claim Rule
Claim rule name:

|LDAP claim nuie for SJ Sharepoint
Rule template: Send LDAP Attributes as Claims

Mttribute store:
|Aclive Directory v |

Mapping of LDAP attributes to outgoing claim types:

by e Outgoing Claim Type (Select or type to add more)

E-Mail-Addresses v | E-Mail Address
User-Principal-Name v

v

Figure 15: Configuring the claim rule

Phase 3: Export the token signing certificate

Export the signing certificate for the AD FS server and copy the certificate to a location that SharePoint 2010

can access. This token signing certificate will be used by SharePoint to verify the claim token that is offered by
AD FS.

1. Onthe AD FS 2.0 management console, expand the Service node, and click the Certificates folder.
2. Under Token-signing, right click the certificate, and click View Certificate.

>

File Action View Window gelp

= 2(m 8=

0w
4 [ Service T e R R T RS e R
: g Subject Issuer Effective Date  Expiration Date  Status  Primary
__| Endpoints : YA
- = Service communications
| Certificates
e i [EICN=ADFS a10iab.com CN=ADO3CA DC=alllab... 1/23/2014 1/23/2015
| Claim Descriptions )
4 [ Trust Relationships Token-decrypting
) Claims Provider Trusts [EEACN=ADFS Encryption - AD... CN=ADFS Encryption - A 1/24/2014 1/24/2015 Primary
[Z] Relying Party Trusts en-signing
[ Attribute Stores |2, CN=ADFS Signing - ADFS._ CN=ADFS Signing - ADFS..1/2472014 24/2015 Prmary
4[] Authentication Policies
| Per Relying Party Trust

Figure 16: Exporting the token signing certificate

14
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3. On the Details tab, click Copy to File.

| General | Details | Certification Path |

Show: I<Al>

Field Value

[E]version V3

-] serial number 2b 3e 44b4 9e Oc e5b6 467 ...

Simahxe algorithm sha256RSA

@Signature hash algorithm sha256
ADFS Signing - ADFS.a10lab.com
Friday, January 24, 2014 4:21...
Saturday, January 24, 2015 4...
ADFS Signing - ADFS.a10lab.com |

Edit Properties. .. ’ l Copy to File... J

[ ]

Figure 17: Certificate details

15
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4. Select DER encoded binary X.509 (.CER) and click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(® DER encoded binary X.509 (.CER):
() Bage-64 encoded X.509 (.CER)
O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

[Jindude all certificates in the certification path if possible
() personal Information Exchange - PKCS £12 (.PFX)
[Jindude all certificates in the certification path if possible
[ pelete the private key if the export is successful
[JExport all extended properties
() Microsoft Serialized Certificate Store (.SST)

Figure 18: Certificate Export Wizard

16
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5. Enter the exported certificate name and click Next.

File to Export
Spedify the name of the file you want to export

File name:

C:\Users\dcadmin\Desktop \ADFS IDP Credentials\adfs_token_signi| | Browse... |

Figure 19: Selecting the file that will be exported

17
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6. On the Completing the Certificate Export Wizard page, click Finish.

(€) =* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name C:\Users\dcadmin\Desktop \ADFS IDP (
Export Keys No

Indude all certificates in the certification path No

File Format DER Encoded Binary X.509 (*.cer)

< m >

The export was successful,

[ ]

| Einish || Cancel

Figure 20: Completing the Certificate Export

18
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Configure the SharePoint Server

Phase 1: Configure SharePoint 2010 to trust AD FS as an identity provider.
1. Import the AD FS token signing certificate by using PowerShell.
a. Start the SharePoint 2010 Management Shell.

& Internet Explorer (64-bit) —
fé Internet Explorer
7 windows Update {
. Accessories

. Administrative Tools
- Administrator
. Maintenance
. Microsoft SharePoint 2010 Products

Documents
¢+ SharePoint 2010 Central Administration

N SharePoint 201(
| Startup

| VMware Open file location
Pin to Taskbar
Pin to Start Menu pol Panel
Restare previous versions  tes and Printers
Send to >

strative Tools >

Cut
Copy |and Support
Delete
Rename

4 Back Properties ows Security

|
Search programs and files Laog off )I

Figure 20: Starting the SharePoint 2010 Management Shell
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b. Import the token signing certificate that was copied from the AD FS server.

strator: SharePoint 2010 Management Shell

PS C:\Users\Administrator> u
PS C:\Users\Administrator>

PS C:\Users\Administrator) Scert = New-Object System.Security.Cryptography.X569C
ertificates .®509Certificate("C:\ADFS_Certs\adfs_token_signing.cer')

PS C:\Users\Administrator> New-SPTrustedRootAuthority —Name "SJ ADFS Token Signi
ng Cert" —Certificate Scert

Certificate : [Subject]
CN=ADFS Signing — ADFS.al@lahb.com

[Issuerl
CN=ADFS Signing — ADFS.al@lab.com

[Serial Number]l
2B3E44B49EBCESB64F67DD37C813ACEBB

[Not Beforel
1/24/2814 3:21:88 AM

[Not After]
1/24/2015 3:21:88 AM

[Thumbprint]
F199584985092D7BEEES25E3BD7E7ACD?77648680

: 8J ADFS Token Signing Cert
: Microsoft.SharePoint.Administration.SPTrustedRoot
Authority

: SJ ADFS Token Signing Cert

: 1laf4e51e-3993-4259-9d%9a-1ea5894e6332

: Online

: SPTrustedRootAuthorityManager

: 9712
Properties = >
Farm : SPParm Name=SharePoint_Config
UpgradedPersistedProperties := {3

Figure 21: Importing the token signing certificate

¢. Replace the path in yellow with your AD FS token signing certificate path.

PS C:\Users\Administrator> $cert = New-Object System.Security.
Cryptography.X509Certificates.X509Certificate (YC:\ADFS Certs\adfs token
signing.cer”)

PS C:\Users\Administrator> New-SPTrustedRootAuthority -Name “SJ ADFS
Token Signing Cert” -Certificate S$cert

d. Define a unique identifier for claims mapping by using Windows PowerShell:

i. Create the email address claim mapping:

SemailClaimMap = New-SPClaimTypeMapping -IncomingClaimType “http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”
-IncomingClaimTypeDisplayName “EmailAddress” -SameAsIncoming

ii. Create UPN claim mapping:

SupnClaimMap = New-SPClaimTypeMapping -IncomingClaimType
“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn”
-IncomingClaimTypeDisplayName “UPN” -SameAsIncoming

Create the role claim mapping:

iii.
SroleClaimMap = New-SPClaimTypeMapping -IncomingClaimType

“http://schemas.microsoft.com/ws/2008/06/identity/claims/role”
-IncomingClaimTypeDisplayName “Role” -SameAsIncoming

iv. Create the Primary SID claim mapping:

$sidClaimMap = New-SPClaimTypeMapping -IncomingClaimType “http://
schemas.microsoft.com/ws/2008/06/identity/claims/primarysid”
-IncomingClaimTypeDisplayName “SID” -SameAsIncoming
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010 Management Shell
[Serial Number]
2B3E44B49EACESB64F67DD37C813ACBB

[Not Beforel
1/24/2014 3:21:88 AM

[Not After]
1/24/2015 3:21:88 AM

[Thumbprint ]
F199584985092D7BEEES25E3BD7E?ACD 77648688

Name SJ ADFS Token Signing Cert
T ypeName : Microsoft.SharePoint.Administration.SPTrustedRoot
Authority
DisplayName : SJ ADFS Token Signing Cert
Id laf4e51e—3993-4259-9d%a—1ea5094e6332
: Online
SPTrustedRootAuthorityManager
: 9712

>
: SPFarm Name=SharePoint_Config
UpgradedPersistedProperties >

PS C:\Users\Administrator>
PS C:\Users\Adninistrator> S$emailClaimMap = New-SPClaimTypeMapping —IncomingClai
mType "http://schemas.xmlsoap.org/ws/28085/85/identity/clains/emailaddress" —Inco
mingClaimTypeDisplayName "“EmailAddress' —SameflsIncoming
PS C'\U*evﬂ\ﬂdmlnl«trator) SupnClaimMap = New-SPClaimTypeMapping —IncomingClaimT
ype "http://schemas.xnlsoap.oryg/us/2005%/05/identity/claims/upn' ~IncomingClaimT y|
peDisplayName "UPN' —Samefis Inconlng
PS C:\Users\Adnministrator) $roleClainMap = New-SPClaimTypeMapping —IncomingClaim
Type "http://schemas.microsoft.con/uws/2088/86/identity/claims/role"” —IncomingCla
imlypeDisplayName "Role" —-SamefAsIncoming

S C:\Users\Adninistrator> $sidClaimMap = New-SPClaimTypeMapping —IncomingClaimT

“http://schemas.microsoft.com/uws/2008/086/identity/clains/prinarysid"” —Incomi

ngClaimTypeDisplayName "SIDY" —-SamefisIncoming

PS C:\Users\Adninistrator

Figure 22: Creating the primary SID claim mapping

2. Create a new authentication provider by using the following PowerShell commands:
The URL in yellow should be changed to your ADFS server name.

Srealm = “urn:sharepoint:<SharePointWebAppName>"

$signInURL = “https://adfs.all0lab.com/adfs/1ls”

Sap = New-SPTrustedIdentityTokenIssuer -Name <ProviderName> -Description
<ProviderDescription> -realm $realm -ImportTrustCertificate $cert
-ClaimsMappings $emailClaimMap, $upnClaimMap, SroleClaimMap, $sidClaimMap
-31gnInUrl $signInURL -IdentifierClaim $emailClaimmap.InputClaimType

PS C:\Users\Administrator> Srealm = “urn:shavepoint:SAMLClainm"

PS C:\Users\Administrator> $signInURL = “https://adfs.alBlab.com/adfs/1s"

PS C:\Users\Administrator> $ap = New-SPTrustedldentityTokenIssuer —Name "SJ_ADFS
_IdP" —Description “SJ ADFS SAML claim—based ID provider" —realm Srealm —ImportT

rustCertificate Scert —ClaimsMappings $emailClaimMap,SupnClaimMap.%roleClaimMap.
$sidClaimMap —SignInUrl S$signInURL —IdentifierClaim $emailClaimmap.InputClaimTyp
e

Figure 23: Creating a new authentication provider
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3. Verify that an authentication provider has been successfully created.

g. Administrator: SharePoint 2010 Management Shell

PS C:\Users\Administrator>

PS C:\Users\Administrator> Get—SPTrustedldentityTokenlssuer

ProviderUri

Def aultProviderRealn
ProviderRealns
ClaimTypes

HasClainTypeInformation
ClaimTypelnformation
IdentityClaimTypelInformation

ClaimProviderName
UseWlReplyParameter
Description
SigningCertificate

DisplayName
Id

Status
Parent

Uersion

Properties

Farm
UpgradedPersistedProperties

https:/rsadfs.alBlab.comsadfs/1s
urn:sharepoint :SAMLClaim

{http://schemas .xmlsoap.org/us/2005/85/identity/
clains/emailaddress, http://schemas.xmlsoap.org/
ws/20085/85/identity/claims/upn, http://schemas.m
icrosoft.com/us/2888/86/identity/claims/role,. ht
tp://schemas .microsoft.com/ws/2008/86/identity/c
laims/primarysid?

True

{EmailAddress,. UPN. Role. SID>
Microsoft.SharePoint .Administration.Claims.SPTru
stedClaimTypelnformation

False
SJ ADFS SAML claim-based ID provider
[Subject]

CN=ADFS Signing — ADFS.al@lab.com

[Issuer]
CN=ADFS Signing — ADFS.alBlab.com

[Serial Number]
2B3E44B49EBCESB64F6 7DD37C813ACBB

[Not Beforel
1/24,20614 3:21:08 AM

[Not Afterl
1/24,2815 3:21:88 AM

[Thumbprint ]
F199584985092D7BEEES25E3BD7E?ACD 77648680

SJ_ADFS_I1dP
Microsoft.SharePoint.Administration.Claims.SPTru
stedLoginProvider

SJ_ADFS_I1dP

c423504h—8e4e—-45e9-a??f -58a856d1d4745

Online

SPSecurityTokenServiceManager Name=SecurityToken
ServiceManager

11622

{3

%fFavm Name=SharePoint_Config

Figure 24: Verifying that an authentication provider has been created

22



Deployment Guide | SharePoint SAML-based Claims Authentication with A10 Thunder ADC

Phase 2: Configure the SharePoint web application to use claim-based
authentication and AD FS as the trusted identity provider.

1.
2.

In SharePoint Central Administration, click Application Management.

In the Web Applications section, click Manage web applications.

Actions » B TG

& SharePoint2010 Central Administration » Application Management

::el_"_tr_al_ - ‘ ~d Web Applications
Administration o Manage web applications] Configure alternate access mappings

Epplication Managemeng

System Settings ;dg.&' Site Collections

Create site collections = Delete a site collection

Monitoring
Backup and Restore

Security Service Applications

Upgrade and Migration

General Application Databases
Settings

Configuration Wizards

Manage content databases @ Specify the default database server

Manage service applications | Configure service application assaociations

Figure 24: Managing web applications in SharePoint 2010

3. Click the New icon in the top left to create a new web application.

4.

In Authentication, select Claims Based Authentication.

ate New

Warning: thi

s page is not encrypted for secure cormmunication, User names, passwords

other information will be sent in clear text. For more information, contact your administrator,

] Cancel

Confirm site use and deletion
Configure quotas and locks | Chanage site collection administrators

View all site

Manag

Configure the

oK
Authentication
| ' Claims Based Authentication l
Select the authentication for C Classic Mode Authentication

this web application.

Learn about authentication,

11S Web Site

) € Use an existing 11S web site
Choose between using an

=

Web Application Name

existing IIS web site or create a l Default Web Site

new one to serve the Microsoft

SharePoint Foundation € Create a new IS web site
application, Name

If vou select an existing 115 web ISAMLCIalm _J
site, that web site must exist on

all servers in the farm and have

the same name, or this action Port

will ot succeed, la43|

If you opt to create a new 115 Host Header

web site, it will be automatically l

created on all servers in the

farm, If an 115 setting that you Path

wish to change is not shown
here, you can use this option to
create the basic site, then
update it using the standard 115

|C Ninetpubwwwrootiwss\WirtualDirector

Figure 25: Claims Based Authentication
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5.

6.

Security Configuration

If you choose to use Secure
Sockets Layer (SSL), you must
add the certificate on each
server using the 115
administration tools, Until this is
done, the web application will
be inaccessible from this IIS
web site,

In Security Configuration, under Use Secure Sockets Layer (SSL), select Yes.

-~
Allow Anonyrmous
C ves
« Nao
Ise Secure Sockets Layer (SSL)
Yes
C e

Figure 26: Using Secure Sockets Layer

In Claims Authentication Types, select Trusted Identity provider, and select the name of your SAML
identity provider.

This is the name that was created by entering the New-SPTrustedldentityTokenlssuer command.

ew Web Application

Claims Authentication Types

Choose the type of
authentication you want ko use
for this zone,

Negotiate (Kerberas) is the
recommended security
configuration to use with
Windows authentication. I this
option is selected and Kerberos
is not configured, NTLM will be
used. For Kerberos, the
application pool account needs
to be Network Service or an
account that has been
configured by the domain
administrator, NTLM
authentication will work with
any application pool account
and with the default domain
configuration,

Basic authentication method
passes users' credentials over a
network in an unencrypted
Form. If you select this option,
ensure that Secure Sockets
Layer (S5L)is enabled.

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) For this Web application.
After you create an FBA \Web
application, additional
configuration is required,

Enable Windows Authentication

If Windows authentication is not selected on any Zone of this
Web application, crawling for this Web application will be
disabled.

3
Integrated Windows authentication

NTLM =

Basic authentication (credentials are sent in clear text)

Enable Forms Based Authentication (FBA)

ASP.NET Membership provider name

ASP NET Role manager name

v

Trusted Identity provider

Trusted Identity Provider

7 SI_ADFS_86

Figure 27: Claims authentication types
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7. In Enable Customer Experience Improvement Program, select No, and click OK.

vice Application Application Pro

7 Search Service Search Service Application
Application Proxy
[F Secure Store Service Secure Store Service
Application Prox:
¥ State Service State Service Proxy
¥ Usage and Health data  Usage and Health Data
collection Collection Proxy
¥ User Profile Service User Profile Service Application
application Proxy
F Visio Graphics Service Visio Gr:
Applic
[F Web Analytics Service Web Analytics Service
Application Application Proxy
F Word Automation Word autornation Services
Services Proxy

Customer Expetience
Improvement Program
Collect web site analytics about  Yes
web pages on this web & No
application. Please read the
Administration guide before
turning this on for web
applications available over the
public Internet,

Enable Custormer Experience Improvement Program

Warning: In order for Customer Experience Improvement
Program (CEIP) to collect data, both CEIP and browser CEIP, at
the farm level, should be enabled,

| OK ! Cancel ;]

Figure 28: Creating a new web application

8. Click the Create Site Collection link to create a SharePoint site.

The Microsoft SharePoint Foundation Web application has been created.

If this is the first time that you have used this application pool with a SharePoint
Web application, you must wait until the Internet Information Services S) Web
site has been created on all servers. By default, no new S lections
are cre with the web application. If you have jus ed
Authentication (FBA) Web application, then before creating a new site collection, you
will need to perform some additional configuration steps.

Learn about how to configure a Web application for FBA,

Once you are finished, to create a new site collection, go to thr‘:
Collection page.

OK

Figure 29: Creating a new site collection
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9. InTitle, enter the site title and a Description.

10. Set the primary administrator and click OK.

OK Cancel |

Title and Description s
Title:

|sharepoint Claim Auth Site

Type a title and description
for your new site, The title
will be displayed on each
page in the site,

Description:

Congratulation! Welcome to Sharepoint _“.I

=

Web Site Address
URL:
Specify the URL name and https://sp2010-s l.alOIab.cuml/ vl
URL path to create a new ps://sp 2
site, or choose to create a S

site at a specific path.

To add a new URL Path go
to the Define Managed
Paths page.

Template Selection
Select a template;
A site template determines
what lists and features will
be available on your new
site, Select a site template
based on the descriptions of
each template and how vou
intend to use the new site.
Many aspects of a site can
be customized after
creation, However, the site

Collabaration Enterprise  Publishing Customn

Meetings

Blank Site
Document Workspace
Blog

Group Work Site

Visio Process Repository

Figure 30: Creating the site collection

After the web application and site have been created, edit the User Policy to add the users who can access this
web application.

11. In Application Management, click Manage Web Applications.

12. Select the appropriate web application and click User Policy.

Web Applications

ﬂManage Features _AEIGcLea File Types ] v

5 N Py v=|
. gﬂ £, | v =
L] 7] x & Managed Paths 2 ol & User Permissions 2 =N
New Extend Delete  General Authentication Seif,Senice Site 2 non‘-mous Permission
. Settings « ). Senvice Connections Providers Creation % Web Part Security Poligy Folicy
Contribute Manage Security Policy

Central
Name

Adminigtration
Application Management
System Sethngs
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

SharePoint - 80

Web Application Genesal Policy

Define broad permissions policies,

SharePoint Central Administration v4

Figure 30: Editing the user policy

Tittp:/75p2010-5p1
hitp://sp2010-5p1:6668/

https://5p2010-5p1/
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13. In Policy for Web Application, click Add Users.

Policy for Web Application

oK
XK Delete Selected Users 3 Edit Permissions of Selected Users

[T Zone Display Name User Name Permissions
I (all MT NT AUTHORITYALOCAL Full Read

zones) AUTHORITYALOCAL SERVICE

SERVICE

(all a10LABRNdcadmin Full Read

zones)

(all i:0#.wlal0labhdcadmin Full Read

2ones)

Figure 31: Adding users

14. In Zones, select All zones, and click Next.

Select the Zone

Zones:!
The security policy will apply lﬁ
to requestsynsvad& thn:;u-;:'lfx:l ' (All zones) |
the specified zone. To apply
a policy ko all zones, select
“(All zones)", all zone
policies are only valid for
Windows users.

Next > Cancel

Figure 32: Adding users

15. In Choose Users section, add the permitted user account that is allowed to access this web application.
16. In Choose Permissions, select the permissions that you grant to users.

17. Click Finish.
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-~

Zone .

Zone:
The security policy vall apply (All zones)
to requests made through
the spacified 2008,
Choose Users 4

Users
You can enter user names i&.\iﬁ.ﬂ_ ;

or graup Names, Separate
with semi-colons.

N6 exact match was found. Click the item(s) that did not resolve
for more options,

L &
'

Choose Permissions
Permissions:

Choose the permissions you

besboig i e M Full Control - Has full control,

IT Full Read - Has full read-only access
[T Deny Write - Has no write access

[T Deny All - Has no access

Figure 33: Adding users and permissions

To allow all AD FS authenticated users to access SharePoint, click the bottom right address icon.

18. In Select People and Groups, click the Search icon, and select All Authenticated Users.

2} Select People and Groups -- Webpage Dialog | x|
Find B Detailed View 'l
All Search Results (1) Security Group: All Users

g Active Directory (0)
,g All Users (1)

4 Organizations (0)

Figure 34: Searching for all authenticated users
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19. Review the list of recently added users and click OK.

Application

] Add Users

[T Zone
I (all

zones)
{all
zones)

(all
zones)
(all

zones)

X Delete Selected Users \_7 Edit Permissions of Selected Users

Display Name

NT

AUTHORITWLOCAL SERVICE

SERVICE

Search Crawling
Account

Search Crawling
Account

Harry SP. Lin

OK

User Name Permissions

NT AUTHORITYALOCAL Full Read

A10LABN\dcadmin Full Read

10#.w|alolabh\dcadmin Full Read

1:0#.w|alolabysplin Full Contral

Figure 35: List of recently added users

Phase 3: Configure the IIS server

1. Log in to the Internet Information Services (IIS) Manager console.

2. Expand the Sites node.

3. Right click on web application that you created for claim-based authentication and click Bindings.

WY Internet Information Services (115) Manager

o0 (=

2010-5P1 » Stes »

Fle View Hep
: Sites
@ 112,18, ?
Iy Sart Page - -
93 SP2010-5P1 (SP2DI0-SPYAdmiy | IR SRS on A St o Gownd %
2 #opkcation Pocls Name - ) Status Bindng | path I
) & Skes “QDsfock Web Ste | Stopped (h...  *:80 (http),808:" (net.tep),* (net.pipe),bocatho...  %SystemDrivef\netpublwwwroot
= &) Defauk Web See P Yot erort - 443 20 Start 443 (hitos) iwsziVrtuaDy ectories) 44
@ & ShorePairk - 443 @ SharePore - 80 Started (hitp) 160 (hitp) @ AddWebSha... briwssiVirtuaDrectoriesiB0
® gxmr&o el @ Shareort Central Ad... 253053296 Started (htp) 16666 (hitp) Set Web Ske Defaus.., belwsstVirtuaDiectories| 24528
- el Centr =
ePort Web Services 2 Started (... "3 132044 Fios Serv...
41 &) SharePork Web Service @t 2 = ¢ ety (el (o5 I gt
2 Explre
Edit Permissiors...
X Remove
Renarms
Wiew Applications
Wew Virtual Directories
Manage Wed Ske »
® e
Onlne Help

Figure 36: Modifying a SharePoint site
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4. Select the https row and click Edit.

Site Bindings E

Type Host Name ] Port 1P Address Binding

https 443

Figure 37: Editing type HTTPS

5. Select a certificate for this HTTPS web application and click OK.

Edit Site Binding [ 2| X]

Type: 1P address: Part:
I’w’i:: ;] IAII Unassigned LI I443

i

SSL certificate:

[wiMsve-win-vuC7235DPS0 > | view... |

oK I Cancel l

st name

Figure 38: Selecting the certificate

Configuration Guide for Thunder ADC

1. Create a SAML service provider by entering the following commands:

aam authentication saml service-provider sharepoint_sp
adfs-ws-federation enable
assertion-consuming-service index 0 location /_trust/ binding post
entity-id https://sp2010-spl.alOlab.com
service-url https://sp2010-spl.alllab.com

Note: The entity-id must be identical to the entity that was configured in AD FS Phase 1 Step 8. The assertion-
consuming-service location must be same as the location that was configured in ADFS Phase 1 Step 7.

2. Create identity provider by downloading the ADFS metadata by using the

https://<Your ADFS>/federationmetadata/2007-16/federationmetadata.xml file
and importing it to Thunder ADC.

Figure 39: Downloading the ADFS metadata
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3. Create a WS-Federation relay by entering the following commands:

aam authentication relay ws-federation sharepoint_relay
authentication-uri /_trust/

4. Create an AAM authentication template by entering the following commands:

aam authentication template sharepoint_template
type saml
saml-sp sharepoint_sp
saml-idp adfs
relay sharepoint_relay

5. Create an AAA policy by entering the following commands:
aam aaa-policy sharepoint_policy
aaa-rule 1
authentication-template sharepoint_ template

6. Create an SLB service group, a client-SSL template, and a server-SSL template based on the testing
environment.

7. Create a VIP by entering the following commands:

slb virtual-server SJ _VIP 1.1.1.1
port 443 https
source-nat auto
service-group sharepoint-group
template server-ssl sp_server_ssl
template client-ssl sp_client_ssl
aaa-policy sharepoint policy

Verify Configuration and Deployment

1. Access the SharePoint web application.

The client is redirected to the AD FS login page.

[ Signln

€ - C | @ https//adfs.alOlab.com/adfs/Is/?wa=wsignin1.08wreply=https%3A%2F%2Fsp2010-spl.alOlab.cor vy | =

ADFS

Sign in with your organizational account

splin@al0lab.com

& 2013 Microsoft

Figure 40: The AD FS login page
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2. Loginto SharePoint.

SharePoint identifies the logged in user account and displays a custom portal for this user.

{2} Sharepoint Claim Auth St x %

€« c

splin@al0iab.com »

¥ Sharepoint Claim Auth Site » Home Y
‘J“j Congratulation! Welcome to Sharepoint
Home Search this site. » Q|
Uibraries
Site Pages Welcome to your site!

Shared Documents

Lists
pam events.

Calendar site and

Tasks

Discussions

Shared Documents

Tesm Discussion

Type Nome Modified Modified By

Figure 40: Welcome message after a successful login
Note: Ensure that the date and time for Thunder ADC and ADFS are synchronized.

Reference

For more information, see the following documentation:

Configure SAML-based claims authentication with AD FS in SharePoint 2013

Implement SAML-based authentication in SharePoint Server 2013

Windows Server 2012 R2 AD FS Deployment Guide
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